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ABSTRACT

Security and trust management in Vehicular Adhoc NETworks (VANET) is a crucial research domain
which is the scope of many researches and domains. Although, the majority of the proposed trust
management systems for VANET are based on specific road infrastructure, which may not be present in all
the roads. Therefore, road security should be managed by vehicles themselves. In this paper, we propose a
new Self Organized Trust Management system (SOTM). This system has the responsibility to cut with the
spread of false warnings in the network through four principal components: cooperation, trust
management, communication and security.
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1. INTRODUCTION

Road safety is the purpose of many researches and projects over the world, given the huge
number of deaths and accidents [1]. VANET is a subclass of Mobile Ad-hoc Networks aiming at
enabling a set of services for vehicles such as road security. It’s a set of vehicles. Each one can
communicate with other vehicles using DSRC (Dedicated Short Range Communication)
technology (5.9 GHz) that supports ranges of up to 1 KM [2]. The vehicle is equipped with an On
Board Unit (OBU). Each OBU is composed of a Global Positioning System (GPS) receiver, an
Event Data Recorder (EDR), front radar, rear radar and a central computing system. EDR
archives the sent/received messages to be available for use in emergency states. GPS receiver
lends information about location, direction, speed and acceleration of the vehicle at a specific
time. The computing system is used for data processing. Currently, VANET is the principal
element in most current suggestions aimed at enhancing driving conditions. Intelligence ambient
(Aml) and ubiquitous computing are new challenging technologies that can be used among
VANET applications [3]. The concept of active object is a principal element in the Aml
technology. It's recently introduced as an element of the active security in critical domains such
as chemical industry [4].
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This paper illustrates a self organized trust management scheme for VANET. The nodes of this
network are Active vehicles which can communicate with each other, they can decide about
trustworthiness of received alerts messages, and they can manage their security states.

The organization of the paper is as follow: after an introduction, the second part presents some
related works. The third part presents components of the proposed system SOTM. We dedicated
the forth part for model evaluation. Finally, the fifth part concludes the paper.

2. RELATED WORK

Only a few trust models have recently been proposed for enhancement reliable information
spreading in VANETS. For example, authors in [5], [6] have investigated in security and privacy
on trust establishment in VANETS that relies on a security infrastructure and most often makes
use of certificates. A survey on this kind of trust models can be found in [7]. Another different
class of trust models is a set of systems which are independent from static infrastructure. In these
models, cooperation between vehicles is the key to determine the trustworthiness of data
transmitted between peers.

Golle et al. [8] present a technique that aims at addressing the problem of detecting and
correcting malicious data in VANETs. Each vehicle maintains a model of VANET that contains
all the knowledge that a particular vehicle has about the network. Data evaluation is done
according to its coincidence to the peer’s model of VANET.

A sociological trust model is proposed in [9] based on the principle of trust and confidence
tagging. A new architecture for securing vehicular communication and a model for preserving
location privacy of the vehicle are presented.

Dynamic Trust-Token (DTT) is an approach to strengthen cooperation in VANET [10]. The
purpose of this mechanism is to detect and prevent misbehavior nodes intervention in the
transmission of packets, and ensure the integrity of packets over the releases. DTT uses two
cryptographic mechanisms: symmetric and asymmetric, to protect the integrity of packages.
Thus, it applies "Neighborhood WatchDog" [11] to generate the trust token that based on
instantaneous performance to verify the correctness of packets. Thus, many different solutions
that rely on existing historical reputation or past records, DTT is based only on execution
performance to implement instant reputation for each node, where no accumulation of
information is necessary. With DTT, the packets containing incorrect information will not be
propagated in VANET. In this approach, each node can play three logic roles: Predecessor,
Relaying and successor in the process of transmission of the packet over time.

In our work, we established a trust management system based only on cooperation between
vehicles. This work provides a new communication protocol between vehicles to be able to
differentiate between trusted and non trusted messages transmitted in VANET.

3. SELF ORGANIZED TRUST MANAGEMENT SCHEME (SOTM)

The proposed scheme is based on the interaction and the communication between active vehicles
supposed to manage by themselves their own security states. For this purpose, we have
introduced the concept of active vehicle as a result of the integration of the ambient intelligence
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in the intelligent transport technologies. A new protocol of communication is defined between
vehicles based on messages exchanging and aiming to have the ability to each vehicle to decide if
a warning message received is correct or not. The SOTM system is composed of four principal
components as depicted in figure 1. In this section, we will explain the roles of these four
components.

Cooperation J [ Communication

Trust management J [ Security

Fig.1 Component-based architecture for SOTM
3.1. Communication module

Generally, peers in VANET can communicate according to three modes of communication:
Vehicle-to-Vehicle (V2V) among vehicles, Vehicle-to-Infrastructure (V2I), between vehicles and
Road-Side Units (RSUs), and Vehicle-to-X (V2X), mixed V2V-V2I approach. In SOTM,
vehicles are allowed to communicate only with V2V mode. For emergency message routing, the
clustering model is applied. For each community of vehicles, there is a group leader that has the
role of a trusted authority. There are two types of links between vehicles as depicted in figure 2:
Unicast link and broadcast link.
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Fig.2 connection model between vehicles

This kind of application is very close to ad-hoc networks. In this situation, vehicles manage by
themselves the traffic state. The V2V uses the standard IEEE 802.11p specification for network
connection [12]. The 802.11p is an approved variant of the standard 802.11 used for Wi-Fi. The
used band of spectrum is between 5.85GHz and 5.925GHz.
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The vehicle-to-vehicle communication can be used alone on account of the existence of new
wireless technologies and especially the IEEE 802.11p standard. The inter-vehicular
communication gains benefit from wireless ad-hoc Networks and GPS to guarantee stable one
hop and multi hop communications between vehicles [13].

Routing algorithm is the mainly challenging mission for VANET because of the strict
requirements of VANET to high speed mobility and a rapidly changing topology [14]. For this
reason, we opted to use a clustered architecture to create a network vision more stable and more
reduced to each vehicle [15].

3.2 Trust management model

The aim of our work is to create a community of vehicles that is able to manage by itself its own
active security state. It relies on the presence of communicant vehicles on the road. Each vehicle
plays a specific role as a member of a disciplined community. To train vehicles facing their active
security states, a new communication strategy is deployed by our trust management model. A set
of rules is defined and should be applied concerning the collaboration way between vehicles. A
knowledge base system is defined in the SOTM system to be integrated in the vehicle to be able
to decide on received alarm messages trustworthiness.

3.2.1 Vehicles tasks in SOTM system

VANET is a sub-class of Ad-hoc networks. In such an environment, the trusted authorities
couldn’t be a part in the majority of security systems. In our case, the disciplined communication
between vehicles is the key to create a stable community of vehicles that offers a number of
services of road security. There are three main tasks for an Active Vehicle: announcement,
communication and revocation. We will present in this part a description and the exchanged
messages in each state.

3.2.1.1 Task 1: the announcement

During its driving life time, the vehicle may pass through different groups or it may create a new
group. In order to announce its coming into a group, it should send a HELLO message on
broadcast. The group leader GL should send an acknowledgement to the new coming vehicle that
saves the address of the GL to be used during its transit through this group.

The “HELLO” message contains two fields. The first field is the identifier of the message sender.
The vehicle identifier is a unique number aimed to distinguish between vehicles. And the second
field is the public key generated by the On Board Unit (OBU) of the vehicle to be saved by the
leader. We used the RSA method to achieve the authenticity and the integrity of messages. The
“AckHello” has one field which is the leader Identifier.

3.2.1.2 Task 2: the communication

As is the case of any person in a human society, an active vehicle couldn’t manage its security
state without the interaction with other vehicles. It cooperates with its neighbourhood to be
informed if there is an accident in the same space to react quickly. It should also transmit the
received emergency messages to others. Before reacting and transmitting warning messages, the
active vehicle should be sure about the trustworthiness of the received message. There is a set of
messages exchanged between vehicles during their communication.
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The “GRE” message is a periodic message sent by each vehicle member after the announcement
step. It contains its type and the Id of the sender.

The “WARNING” message is sent by a vehicle when it detects an accident or an obstacle on the
road. The destination of this message is the leader that verifies the trust level of the sender to
decide whether to accept it or to ignore it. In the case of acceptance, first, the leader remunerates
the sender by incrementing its Cooperation Counter, and second, it sends an “AckWARNING” to
the sender to allow to it to transmit the warning to its successor. This message contains two
fields: The Id of the sender and the warning number (numWrg) which is a unique number
affected to each warning by the leader to distinguish between different warnings transmission
sessions. A warning transmission session begins when the vehicle which triggered the warning
receives an “AckWARNING” message from the leader. Consequently, it sends an “ALARM”
message to its successor (the closest neighbor). The “ALARM” message contains the Id of the
sender, the signature of the sender computed by its OBU based on the hashing method SHA-1
and the Data field containing the warning message.

When the vehicle successor receives the “ALARM” message, it should decide whether the
warning is true or false. So, it begins the verification procedure by sending a “CONFIRM”
message to the group leader to verify the trustworthiness of the sender. In this case, there are
three possible statements:

 State 1: The sender is trustworthy. So, the leader sends a “VALIDATION” message to the
vehicle successor to be able to transmit the “ALARM” message to another successor. The
“VALIDATION” message contains the Id of the sender (IdS), the public key (KeyPb) used to
verify the authentication of the sender and the warning number (NumWrg).

» State 2: The sender is untrustworthy. So the leader sends an “ERROR” message to the successor
to stop the transmission session of the warning. The “ERROR” message contains the Id of the
sender.

e State 3: The Data field is falsified by a malicious node. In this case, the leader sends a
“CorVALIDATION” to the successor containing the original warning message received by the
vehicle which triggered first the alarm. The structure of the “CorVALIDATION” message is
similar to the "VALIDATION" message structure but it contains also the field Data describing
the triggered alert.

At the end of each statement, the group leader updates the trust values (TV)s and the Cooperation
Counters (CC)s of the vehicles which participated in the warning transmission session according
to their behaviors.

This verification process is repeated by each successor receiving the “ALARM” message until
the end of the transmission session when the last vehicle which received the “ALARM” message
has no successor.

3.2.1.3 Task 3: Revocation

The revocation from a group can be a partial revocation or a total revocation. The first form
handles the case of vehicles which pass through a group leader for many times. in this case the
trust value of the correspondent vehicle saved by the GL will not be deleted. The exit of a vehicle
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can be explicit by sending an “EXIT” message to the GL or it can be implicit when the GL
doesn’t receive message from the vehicle for a period of time. The exit time is saved by the GL
into a timestamp to be used in the total revocation that is launched periodically for all the trust
model items. For each entry in the trust model, the GL computes the duration between the
timestamp saved for the last exit and the current time. If this duration exceeds a threshold, the
item should be deleted.

3.2.2 Knowledge base

For registration purposes, we chose to apply a knowledge base system to be used to make
appropriate decisions about received alert messages. This system is depicted in figure 3.
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Fig. 3 knowledge base system
3.2.2.1 Events base

Events base contains vehicle properties (idVehicle, position, speed, acceleration ...), the trust
model structure (idVehicles of neighbors, TVs of neighbors, CCs of neighbors) and all possible
road events (Accident (timeA, positionA), Obstacle (timeO, positionO).

3.2.2.2 Rules base

The rules base is a set of rules defining the action list of a vehicle after receiving a message. The
vehicle behaviour depends on the message type and the parameters values registered in the
Events base. The knowledge base process is the same as a traditional Inference system. It begins
by the reception of a new message by a vehicle and it finishes by the generation of the decision
about the message if it is accepted or not. Two others parameters are determined: the new trust
value (TV) and the new Cooperation Counter of the vehicle source of the message.

3.3 Cooperation model

Our approach is totally autonomous with regard to the external infrastructure. It aims at detecting
of malicious vehicles. Our approach guarantees the delivery of the authentic messages while
messages containing incorrect information will not be propagated in the vehicular network. The
proposed model is a secure and incentive model which has for objective to insure the cooperation
encouragement between vehicles by various tools which are:
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¢ The incentive mechanism: if a vehicle A behaves in a cooperative way, the GL modifies
the Cooperation Counter "CC" of A by adding points.

® The system of punishment: if a vehicle A behaves in a not cooperative way, the GL
modifies the Cooperation Counter "CC" of A by subtracting points.

e The isolation of malicious vehicles: if a vehicle reaches a threshold for the value of "CC",
it will be eliminated from the group. So, it will not be covered by the community services.

¢ The evaluation of the trust level: it is the leading part of our system, the computing of the
trust levels of vehicles is necessary to encourage them to cooperate. The GL updates the Trust

Value (TV) of Active vehicles according to equation 1:

TV =TV + CC Xx (1
Where :

e TV is the Trust Value,

e TV €]0,1]

e (CC: the value of the vehicle Cooperation Counter
e CC € [CCrax CCrinl

* CCmin = _CCmax

2

e x €0,

]

CCTI‘LCLX
3.4 Security model

Currently, because of its huge spread, wireless technology introduces many possible risks to its
users. The security module, in our model, provides a solution for these possible risks. Our
solution was inspired from the PGP (Pretty Good Privacy) algorithm that is used hugely in a self-
organized network as VANET [16]. Social relationships between vehicles are close to those in
the PGP system [17]. Unless, the very large amount of source of the complete PGP version
makes from its comprehension and use a difficult task [18]. For this reason, we focused only on
using the cryptographic and the hash methods used by PGP which are RSA and SHA. Our
security module implies the algorithm SHA1-RSA [19]. RSA [20] is a public-key cryptosystem
for both encryption and authentication. The public-key cryptography has many advantages [20]
as providing the possibility to implement digital signatures. Many existing solutions for VANET
security are using RSA [17][21-23]. We applied the SHA-1[24] function with the RSA
encryption method. RSA is combined with the SHA1 hashing function to sign a message in this
signature suite.

The group leader is in charge of the key distribution in its group. Each vehicle has a pair of
public/private key generated by its OBU (On Board Unit). In the announcement step, each
vehicle sends its public key to the leader to be used later in the communication step. When a
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vehicle A receives an ALARM message from its predecessor B, B sends a CONFIRM message to
the leader to verify the trustworthiness of the message and to obtain the public key of A in order
to verify the sender authenticity.

4. EVALUATION

We have evaluated our system with respect to two aspects: the number of peers integrated in the
community and the average delay in the network.

Table 1 Simulation Parameters

Simulation parameter Value

Speed Limit of Vehicles 30 Km/s

Acceleration/deceleration | 0.5ms'/3ms™”

Number of vehicles 8t0 40
Transmission power 9db, 12db, 15db, 18db, 21db
Simulation time 19s to 80s

Communication protocol 802.11a

Data rate 6Mb/s

4.1 Reliability of the suggested protocol

In order to evaluate the efficiency of the suggested model, it’s important to start by studying the
number of vehicles entering to the community according to a set of parameters such as the Id of
the group leader and the transmission power of vehicles. In this section, the simulation time is
equal to 60s and the number of vehicles is equal to 26.

4.1.1 Influence of the variation of the group leader identity

First, we have done a set of simulations with the same transmission power (21db). In each one, a
different vehicle is designed to be the group leader. Figure 4 shows the percentage of vehicles
which are entered in the group for each simulation. The group leader that accepted the great
number of vehicles in its group is the vehicle V, (88% of the nodes number). The number of
members in a group depends on the transmission power of vehicles and the number of vehicles in
the leader surrounding.



Computer Science & Information Technology (CS & IT) 77

0 -

=L
af -
A0

ol l . . I ]
. | — mm
vil Wl wa WA w7 Wi

Wl L L]

rate of accepting vehickes in.a group (%)

wehicle id
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4.1.2 Influence of the variation of the transmission power

In this case, we have launched a new set of simulations for different transmission powers. We
have designed the vehicle V| as the group leader. As shown in figure 5, for a transmission power
equal to 21db relevant to a transmission range of 250-300m, we have found that 88% of the total
number of vehicles has undergone the announcement step.
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Fig.5 Accepted vehicles percentage vs. transmission power

4.2 Time overhead of SOTM

For evaluation purposes, we simulate our model with a transmission power equal to 21db and
with the vehicle V, as the group leader. Figure 6 illustrates the end-to-end delay versus the
number of nodes for these three speeds. Results obtained by the suggested communication model
are compared to the end-to-end delay obtained by the simulation of another approach described in
[25]. Authors in [25] proposed an infrastructure based authentication approach for VANET. The
simulation results proved that the time overhead introduced by our suggestion is well under the
overhead introduced by the approach [25] that ensures only the message authentication and
doesn’t include an algorithm for a complete trust management as it is the case of our approach.
This improvement is due to the self organized approach adapted by our application.
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According to figure 6, the overhead introduced by our protocol is under the threshold fixed by the
Dedicated Short Range Communications standard (DSRC) [12] that is 100 ms, although, this
overhead is caused by messages sent periodically to maintain the linkability between vehicles
(ex. the GRE packet). And, it can be reduced by studying and measuring the impact of the
periodic time of such a control packet on the network delay in order to obtain the lowest
overhead.

5. CONCLUSION

We presented in this paper the SOTM system as a new self organized trust management system
for VANET. The SOTM system deals with the registration/updating of vehicles trust values
based on historical and runtime vehicles behaviors. Indeed, our model allows the detection and
the elimination of misbehaved nodes. And, it interrupts the spread of any false alert message
transmitted between vehicles. In addition, simulation results show that the average delay of the
proposed system is well under the tolerant delay constraint defined by the DSRC. In order to
enhance the SOTM system performance, the privacy issue will be a priority task in the future
works.
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